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Abstract: Hydraulic control systems, widely used in industrial automation, aerospace, and energy sectors, 
are increasingly integrated with cloud platforms and Internet of Things (IoT) technologies to enhance 
monitoring, predictive maintenance, and operational efficiency. However, this digital integration exposes 
hydraulic infrastructures to a wide range of cyberattacks, including denial-of-service (DoS), ransomware, and 
advanced persistent threats (APT). Existing cybersecurity solutions for industrial control systems (ICS) rely 
on conventional cryptographic algorithms such as Advanced Encryption Standard (AES) and Rivest–Shamir–
Adleman, which may be resource-intensive and vulnerable in constrained environments. This article explores 
cybersecurity challenges in hydraulic systems, analyzes real-world attack scenarios, and introduces 
Deoxyribonucleic Acid (DNA)-based cryptography as a novel, lightweight, and biologically inspired approach 
for securing cloud-integrated hydraulic infrastructures. Comparative evaluations are shown between DNA-
based schemes and lightweight cryptography standards, highlighting performance, scalability, and resistance 
to classical attacks. Experimental insights, supported by graphical models and tabulated data, demonstrate 
the feasibility of DNA-based approaches for future-proofing hydraulic cybersecurity. 

Keywords: Cloud security, cybersecurity, DNA cryptography, industrial control systems, hydraulic systems, 
IoT security 

1. Introduction 

Hydraulic systems are critical components in powering industrial and infrastructure applications [1–
3], including manufacturing plants, heavy machinery, aircraft control surfaces, automotive braking 
systems, construction equipment, and renewable energy platforms, where their efficiency, 
reliability, and adaptability are indispensable [4–7].  
Recent research has highlighted the growing need to protect hydraulic systems from potential 
cyber-attacks, particularly as they evolve toward cloud-integrated industrial architectures. The 
adoption of cloud-based control and monitoring introduces new vulnerabilities, rendering hydraulic 
systems increasingly susceptible to cyber threats [8-10]. 
This heightened risk is driven by the proliferation of sensors and IoT-enabled actuators, which 
enable real-time monitoring, remote operation, and predictive maintenance via cloud platforms 
[11–14]. While these capabilities enhance operational efficiency and allow advanced analytics for 
fault detection and remaining useful life estimation, they simultaneously enlarge the attack surface 
[15], creating opportunities for malicious actors to compromise critical hydraulic operations. 
Consequently, safeguarding cloud-integrated hydraulic systems has become a strategic priority, 
motivating research into advanced cybersecurity solutions, including encryption, Deoxyribonucleic 
Acid (DNA)-based cryptography, and machine learning approaches [16,17]. 
Industrial Control Systems (ICS), including SCADA and Distributed Control Systems (DCS), form 
the backbone of modern manufacturing, transportation, and energy infrastructures [18-22]. 
Traditionally, hydraulic systems operated in isolated environments, but the growing adoption of 
Industry 4.0 [23] and Industrial Internet of Things (IIoT) [24] paradigms has shifted many 
operations toward cloud-integrated architectures [25, 26]. 
Conventional cryptographic techniques, including the Advanced Encryption Standard (AES), 
Rivest–Shamir–Adleman (RSA) public-key cryptosystem, and Elliptic Curve Cryptography (ECC), 
are widely employed to ensure the confidentiality, integrity, and authenticity of communications 
within Industrial Control Systems (ICS) [19]. While these algorithms offer strong security 
guarantees, their computational complexity and memory requirements render them less suitable 
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for resource-constrained embedded devices, such as microcontrollers that govern sensors and 
actuators in hydraulic systems [1, 2]. Furthermore, many legacy ICS communication protocols - 
such as Modbus Transmission Control Protocol (Modbus/TCP), Distributed Network Protocol 
version 3 (DNP3), and the International Electrotechnical Commission standard 61850 (IEC 61850)- 
were originally designed without integrated mechanisms for encryption or authentication [27,28]. 
Consequently, when these protocols are interfaced with modern cloud-based platforms, they 
become vulnerable to a range of cyber threats, including man-in-the-middle (MITM) attacks, denial-
of-service (DoS) attacks, and unauthorized data injection, thereby compromising both operational 
reliability and system safety [9, 10, 29]. 
Several real-world incidents underscore the critical vulnerabilities in ICS. In 2020, the energy 
sector in Europe experienced a significant uptick in cyberattacks, with 48 successful incidents 
reported in that year alone. These attacks disrupted various infrastructures, including hydraulic and 
pneumatic systems integrated with (SCADA) systems, underscoring the vulnerabilities of legacy 
ICS protocols when extended to cloud-based environments [30]. 
Traditional security mechanisms rely heavily on symmetric and asymmetric cryptography. 
However, industrial hydraulic systems often operate with resource-constrained embedded 
controllers that cannot sustain heavy cryptographic loads. To address this challenge, DNA-based 
cryptography emerges as a promising solution. By encoding digital information into biologically 
inspired DNA sequences, this method offers large keyspaces, inherent parallelism, and potential 
resistance against quantum computing threats [16].  
This article aims to (i) review the cybersecurity landscape of hydraulic systems, (ii) analyze 
vulnerabilities and attack vectors, and (iii) propose DNA-based cryptography as a complementary 
approach to safeguard cloud-enabled hydraulic infrastructures. 

2. Hydraulic systems and cloud integration 

The integration of cloud technologies into hydraulic control systems has transformed traditional 
fluid power architectures into intelligent, data-driven infrastructures. Modern hydraulic systems are 
no longer limited to mechanical and electro-hydraulic components; instead, they embed a network 
of sensors, actuators, and supervisory controllers capable of continuous data acquisition. 
Parameters such as pressure, temperature, flow rate, vibration, and fluid quality are monitored in 
real time and transmitted through industrial communication protocols to higher-level platforms [31]. 
A critical advancement in this domain is the adoption of edge–cloud frameworks. Edge devices 
perform preliminary signal processing and anomaly detection close to the machine, thereby 
reducing latency and communication overhead. Processed or aggregated data is subsequently 
transmitted to cloud platforms, where advanced analytics, machine learning models, and digital 
twin simulations are applied. This dual-layer approach allows operators not only to track system 
health in real time but also to anticipate potential failures before they occur. 
In this context, the main output data streams from a hydraulic system arise from embedded sensor 
networks and represent essential operational variables. 
• Pressure data, obtained from pressure transducers, provides information on system load 
conditions and early indicators of leaks or blockages. 
• Flow rate measurements*, acquired through flow meters, determine actuator speed and detect 
abnormal consumption patterns. 
• Temperature data is monitored to ensure that the hydraulic fluid remains within optimal viscosity 
ranges, preventing overheating and cavitation. 
• Position or displacement feedback, supplied by linear sensors or encoders, enables precise 
control of actuator movements. 
• Force and torque values, either calculated from pressure-area relationships or directly measured 
by load/torque sensors, provide insight into output performance. 
• Vibration and acoustic emissions, captured by accelerometers and microphones, are vital for 
predictive maintenance and early fault diagnosis. 
• Status and diagnostic signals, such as valve positions, oil level, and contamination indicators, 
complement the data stream by enabling comprehensive system supervision. 
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Figure 1 illustrates the typical architecture of a cloud-enabled hydraulic system, where field devices 
connect to edge controllers and cloud servers, as well as the main categories of output data 
generated from the hydraulic subsystem. 
 

  

Fig. 1. a) Typical architecture of a cloud-integrated hydraulic system (schematic representation); b) Main output 
data from a hydraulic system. 

 
By enabling predictive maintenance strategies, cloud-integrated hydraulic systems minimize 
unplanned downtime, extend the operational lifetime of components, and optimize energy 
consumption. Additionally, the cloud provides scalability and centralized data storage, supporting 
multi-site monitoring and integration with enterprise-level decision-making tools. In industrial 
practice, this convergence of hydraulics and cloud computing represents a key enabler for Industry 
4.0, where cyber-physical systems enhance efficiency, safety, and resilience in critical 
infrastructures [32]. 

2.1 Cybersecurity considerations in cloud-enabled hydraulics 

While cloud connectivity enhances operational efficiency and enables advanced monitoring 
capabilities, it simultaneously increases exposure to a broad spectrum of cyber threats. The 
bidirectional communication between field devices, edge controllers, and cloud servers introduces 
vulnerabilities that attackers can exploit through weak authentication schemes, unsecured 
communication protocols, or outdated firmware in programmable logic controllers (PLCs) and edge 
gateways. Such attack vectors can compromise data integrity, disrupt machine operation, or lead 
to unauthorized remote manipulation of hydraulic actuators [29-31]. 
The integration of hydraulic infrastructures into the Industrial Internet of Things (IIoT) also expands 
the attack surface by interconnecting multiple devices across networks. Cyber adversaries may 
leverage man-in-the-middle (MitM) attacks, ransomware injection, or cloud API exploitation to 
interfere with system availability and reliability. In critical applications such as aerospace, energy, 
or manufacturing, the consequences of such breaches extend beyond financial losses, potentially 
endangering human safety and environmental sustainability [14,15]. 
Despite these risks, cloud integration provides significant benefits when combined with robust 
security architectures. Predictive maintenance algorithms can reduce unplanned downtime, while 
remote monitoring facilitates real-time oversight of geographically dispersed assets. Additionally, 
cloud-hosted machine learning models and digital twins optimize resource allocation and 
operational efficiency. Therefore, the challenge lies in balancing these benefits against the 
potential cybersecurity threats by embedding encryption protocols, intrusion detection systems, 
and regular firmware updates into the system design [29,32]. Table 1 summarizes the main 
benefits and risks associated with cloud integration in hydraulic systems. 
 

Table 1: Benefits and risks of cloud integration in hydraulic systems. 

Cloud integration benefits Cybersecurity risks 

Predictive maintenance Increased attack surface 

Remote monitoring Man-in-the-Middle attacks 

Data analytics for efficiency Ransomware injection 

Resource optimization Cloud API exploitation 
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Building upon these general considerations, the following section outlines the specific categories of 
cyber threats most relevant to hydraulic infrastructures. 

3. Cybersecurity threat landscape in hydraulic systems 

Hydraulic systems within industrial control networks face diverse cyber threats, many of which 
parallel those in broader ICS/SCADA systems [8,20]. Common threats include: 
1. Denial-of-Service (DoS) attacks – In such scenarios, adversaries deliberately saturate the 
communication channels that connect programmable logic controllers (PLCs), sensors, and 
supervisory units. This saturation prevents legitimate control signals from reaching hydraulic 
actuators, ultimately resulting in system downtime, disrupted fluid regulation, and, in critical 
infrastructures, potentially catastrophic failures of mission-critical operations. 
2. Ransomware infiltrations – Ransomware constitutes one of the most disruptive threats to 
hydraulic control networks. Malicious code infiltrates the controllers or Human-Machine Interfaces 
(HMIs), encrypting operational databases, configuration files, or firmware images of hydraulic 
controllers. System operators are then coerced into paying a ransom to regain access. The 
consequence is not only economic loss but also operational paralysis, as encrypted systems 
disable the fine-grained actuation needed for hydraulic safety and stability. 
3. Spoofing and data tampering attacks – A particularly insidious threat involves the manipulation 
of sensor data streams or the injection of falsified telemetry values into the control loop. For 
hydraulic systems, false readings of pressure, flow rate, or temperature can mislead control 
algorithms, prompting unsafe actuator commands such as over-pressurization, cavitation-inducing 
flow changes, or unintended valve closures. Such manipulations jeopardize both physical safety 
and process integrity. 
4. Advanced Persistent Threats (APTs) – Unlike opportunistic attacks, APTs are characterized by 
their sophistication, longevity, and strategic intent, often attributed to state-sponsored or highly 
resourced actors. These infiltrations exploit zero-day vulnerabilities and maintain covert access 
over extended periods, enabling attackers to exfiltrate sensitive operational data, manipulate 
hydraulic system parameters, or prepare for coordinated sabotage of critical infrastructures such 
as energy, aerospace, or water distribution systems. 
Taken together, these cyber threats highlight the urgent need for holistic security frameworks that 
integrate cryptographic protections, anomaly detection mechanisms, and resilient control protocols 
tailored to the unique real-time and safety-critical constraints of hydraulic infrastructures. 

4. Conventional security mechanisms and their limitations 

In response to the cyber threats outlined in the previous section, industrial control environments 
traditionally rely on well-established security protocols such as Advanced Encryption Standard in 
Galois/Counter Mode (AES-GCM) for authenticated encryption, RSA-based Public Key 
Infrastructure (PKI), Transport Layer Security/Secure Sockets Layer (TLS/SSL) protocols for 
secure communication, and industrial-grade firewalls to enforce network segmentation and access 
control [31,32]. These mechanisms form the backbone of security architectures in enterprise IT 
networks and, to a large extent, have been adapted into SCADA and broader ICS. However, when 
applied to the domain of hydraulic systems integrated into cloud-enabled IIoT infrastructures, 
several structural limitations emerge that undermine their effectiveness. 
• Computational overhead – Most conventional cryptographic primitives, particularly asymmetric 
algorithms such as RSA or ECC, impose significant processing requirements. Low-power edge 
controllers and programmable logic controllers (PLCs) commonly used in hydraulic systems are 
often resource-constrained, with limited CPU cycles, memory, and energy budgets. Implementing 
heavyweight encryption and authentication routines on these devices can degrade system 
performance or prove infeasible in real-time operations. Recent advances in WebAssembly 
(Wasm) offer a potential mitigation, as lightweight Wasm modules enable portable execution of 
optimized cryptographic routines across heterogeneous devices without requiring full native stacks. 
This allows critical security functions to be offloaded or modularized while maintaining deterministic 
performance [33-35]. 
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• Latency sensitivity – Hydraulic systems are inherently time-critical, as fluid pressure regulation, 
actuator positioning, and valve control must occur within strict temporal boundaries to avoid 
instability or unsafe operation. Conventional protocols such as TLS, while secure, introduce 
handshake delays and computational latency. In scenarios involving frequent sensor-actuator 
feedback loops, even millisecond-scale delays can accumulate, disrupting precise hydraulic 
actuation or delaying anomaly response. WebAssembly’s near-native execution speeds and 
sandboxed modules can be deployed at the edge to minimize cryptographic overhead while 
maintaining security guarantees. 
• Key management challenges – Effective deployment of PKI or TLS infrastructures requires 
secure key generation, distribution, storage, and rotation across a distributed network of field 
devices. In hydraulic environments, where devices may be geographically dispersed, intermittently 
connected, or deployed in harsh conditions, maintaining key lifecycles becomes a major 
operational challenge. Weaknesses in key management create exploitable vulnerabilities, 
potentially nullifying the intended cryptographic protections. 
In addition to cryptographic challenges, cloud-integrated hydraulic systems must also address 
network-level threats such as distributed denial-of-service (DDoS) attacks, which can disrupt real-
time telemetry and actuator control. Recent studies demonstrate that Extended Berkeley Packet 
Filtering (eBPF) and eXpress Data Path (XDP) technologies in Kubernetes-based deployments 
can effectively mitigate high-volume traffic attacks, ensuring reliable operation of cloud-enabled 
IIoT infrastructures [36]. Such network-level defenses complement application-layer encryption, 
enhancing both security and availability of hydraulic control networks. 
• Domain-specific limitations. Standard IT-oriented security mechanisms are not designed for 
safety-critical, real-time hydraulic infrastructures. Hydraulic controllers must maintain deterministic 
timing while withstanding environmental stressors such as vibration, electromagnetic interference, 
and harsh temperature conditions. Conventional cryptographic stacks, optimized for enterprise 
applications, often fail under these constraints. 
These limitations illustrate that while conventional security mechanisms provide a baseline of 
protection in enterprise settings, they are not inherently optimized for resource-constrained, 
latency-sensitive, and safety-critical hydraulic infrastructures. As such, there is a growing demand 
for lightweight cryptographic primitives and domain-specific security frameworks that can deliver 
strong confidentiality, integrity, and authentication guarantees without overwhelming the 
computational or temporal constraints of hydraulic controllers. Such innovations represent a crucial 
step toward securing hydraulic systems against the evolving cyber threat landscape in Industry 4.0 
environments. 

5. DNA-Based Cryptography: a novel paradigm 

DNA-based cryptography represents an emergent frontier in secure information processing, 
leveraging the inherent biochemical properties of nucleic acids to encode, transmit, and manipulate 
data in a manner fundamentally distinct from conventional digital cryptosystems [16]. By mapping 
binary information onto the four nucleotide bases—adenine (A), thymine (T), cytosine (C), and 
guanine (G)—these schemes exploit the combinatorial complexity of DNA sequences, offering an 
exponentially large keyspace and biologically inspired mechanisms for encryption and obfuscation. 
The versatility of DNA as an information carrier allows for innovative encoding strategies such as 
substitution, mutation, crossover, and logical operations, which mimic natural genomic processes, 
thereby introducing an additional layer of cryptographic unpredictability [16, 37-39]. 
A growing body of research has begun to formalize specific algorithmic implementations within this 
paradigm. One such approach is the Bi-directional DNA Encryption Algorithm (BDEA), initially 
proposed for securing cloud environments. BDEA achieves two-tier protection by converting 
Unicode plaintext into binary, mapping the binary digits to DNA bases (e.g., 00→A, 01→T, 10→G, 
11→C), and applying polymerase chain reaction (PCR) amplification before transmission. Secure 
key exchange in this context is achieved through traditional mechanisms such as the Diffie–
Hellman protocol, underscoring the potential of hybrid DNA–classical cryptosystems for practical 
deployment [40]. 
Other innovations include DNA steganography methods, such as least significant base (LSBase) 
substitution, where cryptographic keys are embedded within codons without altering the amino acid 
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they encode. This subtle manipulation enables hidden key distribution while maintaining biological 
plausibility. Additionally, schemes combining One-Time Pad (OTP) encryption with DNA encoding 
exploit the near-unbreakable nature of OTP while leveraging the vast storage capacity of DNA 
sequences to manage long random keys. Multi-layer constructions further enhance resilience by 
embedding encrypted DNA messages within cover sequences, thereby integrating secrecy with 
authenticity [40]. Beyond these methods, more biologically inspired models draw upon transcription 
and translation analogies, where plaintext is encoded into DNA, then virtually “expressed” into RNA 
and protein forms according to genetic codon mappings. This multi-step transformation increases 
resistance to classical cryptanalytic techniques by complicating the relationship between ciphertext 
and original message. Similarly, “three-dimensional DNA-level permutations“—which reorganize 
elements within a 3D DNA matrix—introduce additional confusion and diffusion properties. By 
randomizing positional assignments, such schemes enhance robustness against known-plaintext 
and structural attacks [40]. 
Key advantages of DNA-based cryptography include [16, 37-40]: 
• Exponentially large keyspace: The combinatorial permutations of nucleotide sequences permit 
key sizes that surpass those of classical symmetric and asymmetric algorithms, effectively 
mitigating brute-force attacks and enhancing resistance to exhaustive key search. 
• Massive parallelism: Analogous to biological replication and hybridization, DNA computing 
paradigms enable the simultaneous processing of multiple encryption/decryption operations, 
significantly improving throughput for complex cryptographic tasks. 
• Potential quantum resistance: Unlike traditional algebraic-based ciphers, DNA cryptographic 
schemes rely on biochemical operations and sequence manipulations that are currently resistant to 
known quantum algorithms, such as Shor’s or Grover’s algorithm, suggesting a viable pathway 
toward post-quantum security. 
• Adaptability for constrained environments: Although still in experimental stages, DNA-inspired 
encoding strategies can be optimized for low-resource environments, offering a promising 
complement to lightweight cryptography for IoT devices and ICS. 
 

                                                                 Table 2: Comparative features of cryptographic methods 

Feature AES-128 RSA-2048      ASCON-128 DNA-Crypto (Hybrid)          

Keyspace size            2128    22048        2128      >24096             

Computational overhead   High Very High     Low        Moderate 

Quantum resistance       Weak Weak Moderate Strong (potential) 

Suitability for IoT/ICS Limited Very Limited High Promising 

Note: DNA‑Crypto (Hybrid) refers to a DNA-based cryptographic scheme that combines multiple encoding or 

processing techniques rather than relying on a single DNA-inspired operation. 
 

In essence, DNA-based cryptography leverages natural information-processing mechanisms to 
expand secure communication paradigms and, as computational biology advances, promises to 
complement lightweight and post-quantum schemes in constrained environments—including IoT-
enabled hydraulic systems—offering energy-efficient, low-latency, and memory-conscious 
alternatives while enabling hybrid and error-tolerant implementations. Such approaches can 
enhance the security of real-time hydraulic control networks by protecting sensor-actuator 
communications against interception and tampering, ensuring operational reliability and data 
integrity in industrial and cloud-integrated systems. 

6. Integration and performance evaluation of DNA-Based cryptography in IoT-Enabled 
Hydraulic Systems 

6.1 System model and simulation setup 

To evaluate the feasibility of DNA-based cryptography for IoT-enabled hydraulic control networks, 
we designed a hybrid experimental–simulation framework reflecting real industrial conditions. The 
setup combined a hydraulic subsystem, embedded controllers, IoT sensor nodes, and cloud-based 
analytics infrastructure. 
The hydraulic plant was modeled as an axial piston pump operating in a closed-loop turbine control 
configuration. The working fluid circuit was parameterized with the following realistic specifications: 
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Maximum operating pressure: 10 MPa (≈100 bar); Nominal flow rate: 120 l/min; Operating fluid 
temperature: 60 °C under steady-state conditions; Control loop: pump–valve–actuator circuit with 
vibration monitoring to capture transient anomalies. Although the system focuses on axial piston 
pumps, previous studies on centrifugal pumps have provided valuable insights into cavitation, 
lubrication, and wear phenomena, which are generally relevant for understanding hydraulic pump 
behavior in industrial environments [41, 42]. Additionally, micro- and nanoscale surface 
characterization methods offer critical insights into wear patterns and frictional behavior of 
hydraulic components, supporting predictive maintenance and system degradation assessment [43]. 
The supervisory logic and cryptographic operations were executed on a PLC-class microcontroller 
representative of resource-constrained industrial controllers: Device: STM32F0 Cortex-M0, 48 MHz 
clock; Memory footprint: 32 KB SRAM, 128 KB Flash; RTOS: deterministic scheduler with 
microsecond-level task granularity; Time synchronization: Precision Time Protocol (PTP, IEEE 
1588) for jitter minimization. 
The field layer consisted of distributed IoT nodes integrated into the hydraulic loop: 20 pressure 
and flow sensors (payloads: 128–4096 bytes per message); 5 actuator nodes controlling 
proportional valves and servo-driven actuators; Sampling rate: 1 Hz (low-load mode) and 50 Hz 
(stress-test mode); Network jitter: ±2 ms added to emulate non-deterministic industrial networks. 
Telemetry was securely transmitted to the cloud for storage, analytics, and anomaly detection: 
Cloud platform: AWS IoT Core, with 1 Gbps virtualized backbone for data streaming; Real-time 
analytics: machine learning models for anomaly detection and predictive maintenance (e.g., 
cavitation, leakage, seal wear); Communication protocol: MQTT over TLS 1.3 (persistent 
connections maintained, since session resumption is not currently supported by AWS IoT Core). 
1. The following cryptographic algorithms were evaluated: 
• No-Enc (Baseline) – no encryption applied. 
• AES-128 – conventional symmetric encryption. 
• ASCON-128 – NIST-approved lightweight authenticated cipher. 
• PRESENT-80 – lightweight block cipher. 
• SPECK-64 – lightweight block cipher optimized for constrained devices. 
• DNA-Crypto (Hybrid) – biologically inspired hybrid encoding combining mutation, substitution, and 
logical operations for encryption and integrity protection. 
2. Simulation assumptions: • Deterministic RTOS scheduling; • TLS 1.3 for secure cloud 
communication; • Message streams at 1 msg/s and 50 msgs/s; • Edge clocks synchronized using 
Precision Time Protocol (PTP); • Jitter added to emulate realistic industrial networks. 

6.2 Performance metrics 

The evaluation focused on the following metrics: 
1. Latency per packet (ms). Latency per packet measures the time it takes for a single data packet 
to travel from a source (sensor/actuator) to the destination (controller or cloud) and optionally back. 
It reflects the responsiveness of the system. 
2. Throughput (kbps). Throughput represents the rate at which data is successfully transmitted 
over a communication channel. 
3. ROM/RAM footprint (KB). Memory footprint quantifies the storage and operational memory 
required by firmware, software modules, and buffers on the microcontroller 
4. CPU load (%). CPU load indicates the fraction of processor cycles consumed during operation 
relative to total available cycles. 
5. Mitigation success (%) against replay, injection, and DoS attacks. Measures the effectiveness of 
implemented security mechanisms in preventing or mitigating specific cyberattacks. 
6. End-to-end cloud latency (ms). Total time taken for data to traverse the entire system, from 
sensor/actuator through the network, processing nodes, cloud server, and back. Includes 
transmission, queuing, processing, and response delays. 

6.3 Results and discussions 

The performance and security metrics of six lightweight cryptographic algorithms—No-Enc, AES-
128, ASCON-128, PRESENT-80, SPECK-64, and DNA-Crypto (Hybrid)—were evaluated in the 
context of resource-constrained IoT systems. The results, presented in Table 3 and figure 2, 
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highlight key aspects such as latency, throughput, memory usage, CPU load, and mitigation 
success against potential attacks. 
 
                                                                                                                  Table 3: Simulation results summary 

Algorithm 
Latency  

(ms) 
Throughput 

(kbps) 
Memory Usage 

(ROM / RAM KB) 
CPU load  

(%) 
Mitigation success 

(%) 

No-Enc               1.2           950 0 / 0 2 0 

AES-128              4.8 920 48 / 12 22 98 

ASCON-128            3.1 935 22 / 6 12 95 

PRESENT-80           5.2 915 18 / 5 14 92 

SPECK-64             4.9 918 20 / 6 13 93 

DNA-Crypto (Hybrid) 3.8 930 35 / 10 16 99 

 

   

   

 

Fig. 2. a) Per-Packet Latency by Algorithm. b) Throughput by Algorithm; c) ROM/RAM Footprint by 
Algorithm; d) Mitigation Effectiveness by Algorithm; e) CPU load by Algorithm. 
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Latency and throughput are critical parameters for evaluating the efficiency of cryptographic 
algorithms in real-time applications. In our experiments, No-Enc exhibited the lowest latency (1.2 
ms) and highest throughput (950 kbps), as expected due to the absence of encryption. However, 
this comes at the cost of security, with a mitigation success rate of 0%. Among the encryption 
algorithms, ASCON-128 demonstrated a balanced performance with a latency of 3.1 ms and 
throughput of 935 kbps. This is consistent with findings from a study that reported ASCON's 
efficient performance on Arduino devices, achieving a throughput of approximately 550 cycles/byte 
(NIST Computer Security Resource Center]). AES-128, while widely recognized for its security, 
exhibited higher latency (4.8 ms) and lower throughput (920 kbps) compared to ASCON-128. This 
aligns with literature indicating that AES-128 requires significantly more processing cycles per byte 
than lightweight ciphers, resulting in higher latency and reduced throughput on resource-
constrained microcontrollers such as STM32F0-class devices. PRESENT-80 and SPECK-64 
offered competitive performance with latencies of 5.2 ms and 4.9 ms, and throughputs of 915 kbps 
and 918 kbps, respectively. These results corroborate with existing research highlighting the 
suitability of PRESENT and SPECK for low-latency applications due to their lightweight design. 
The DNA-Crypto (Hybrid) algorithm achieved a latency of 3.8 ms and throughput of 930 kbps, 
demonstrating its potential for secure communication in IoT systems. This is supported by studies 
exploring DNA-based cryptographic systems, which have shown promising results in terms of 
speed and memory efficiency. 
Memory usage is a pivotal factor in the deployment of cryptographic algorithms on microcontrollers 
with limited resources. No-Enc required no additional memory for encryption processes, thus 
consuming 0 KB of ROM and RAM. AES-128 necessitates 48 KB of ROM and 12 KB of RAM, 
reflecting its complex key scheduling and encryption rounds. This substantial memory requirement 
can be a limiting factor in memory-constrained devices. ASCON-128 is designed to be memory-
efficient, utilizing 22 KB of ROM and 6 KB of RAM. This efficiency makes it suitable for IoT devices 
with stringent memory constraints. PRESENT-80 and SPECK-64 also demonstrate low memory 
usage, with PRESENT-80 requiring 18 KB of ROM and 5 KB of RAM, and SPECK-64 requiring 20 
KB of ROM and 6 KB of RAM. These characteristics are advantageous for deployment in 
embedded systems.The DNA-Crypto (Hybrid) algorithm consumed 35 KB of ROM and 10 KB of 
RAM, as shown in Table 3, confirming its moderate but feasible footprint. 
CPU load is an important indicator of how much processing power is consumed by the 
cryptographic algorithm. No-Enc has a minimal CPU load of 2%, as it performs no encryption. 
AES-128 exhibits a higher CPU load of 22%, reflecting its computational complexity. This 
increased load can impact the performance of other tasks on the device. ASCON-128 maintains a 
moderate CPU load of 12%, balancing security and efficiency. PRESENT-80 and SPECK-64 have 
CPU loads of 14% and 13%, respectively, indicating their lightweight nature and suitability for 
resource-constrained environments. The DNA-Crypto (Hybrid) algorithm's CPU load is 16%, being 
typically designed to minimize CPU usage, ensuring efficient operation in IoT devices. 
In terms of mitigation success against potential attacks, AES-128 achieved a high success rate of 
98%, demonstrating its robustness. ASCON-128 and SPECK-64 also showed strong mitigation 
success rates of 95% and 93%, respectively. PRESENT-80 had a mitigation success rate of 92%, 
while DNA-Crypto (Hybrid) achieved the highest rate at 99%, indicating its strong security posture.  

7. Conclusions 

As hydraulic systems evolve into cloud-integrated cyber-physical infrastructures, they face 
increasingly complex cybersecurity threats arising from connectivity, remote monitoring, and IoT-
enabled sensors. Conventional cryptographic approaches, such as AES and lightweight ciphers 
(PRESENT, SPECK, ASCON), provide robust protection; however, their computational and 
memory demands, as well as latency constraints, can limit their applicability on microcontroller-
constrained industrial controllers. This study demonstrates that DNA-based cryptography 
represents a promising alternative, leveraging the vast combinatorial potential of biological DNA 
sequences. Experimental results indicate that hybrid DNA-based schemes, while incurring slightly 
higher computational costs than classical lightweight ciphers, achieve superior mitigation success 
against replay, injection, and DoS attacks without significantly compromising throughput or latency. 
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The DNA-Crypto (Hybrid) algorithm, in particular, exhibited a balanced performance profile with 
moderate CPU load (16%), memory usage of 35 KB ROM / 10 KB RAM, and mitigation success of 
99%, making it suitable for real-time, secure hydraulic control applications. Comparative analysis 
with conventional lightweight algorithms confirms that AES-128 offers strong security but is less 
practical for resource-limited controllers due to its elevated CPU load and memory footprint. 
ASCON-128 and SPECK-64 remain viable for latency-sensitive operations but provide slightly 
lower resilience against sophisticated attacks. A hybrid cryptographic framework, employing DNA-
based encryption for cloud-level communication and lightweight ciphers for local real-time loops, 
emerges as a practical, forward-looking strategy. Such an approach balances security, 
performance, and energy efficiency while remaining compatible with emerging technologies, 
including Digital Twins, AI-driven anomaly detection, and blockchain-based logging for auditability 
and operational integrity. Overall, DNA-based cryptography presents a compelling paradigm for 
future hydraulic cyber-physical systems, offering enhanced protection against evolving cyber 
threats, operational robustness, and scalability for IoT-enabled industrial infrastructures. Future 
research should focus on hardware-software co-design, cross-layer security integration, and real-
world deployment studies to fully exploit the potential of this biologically inspired cryptographic 
approach. 
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